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1. Policy statement and scope

Maplewell Hall School recognises that artificial intelligence, including generative Al, can support teaching, learning,
accessibility, communication and administrative efficiency. It also presents risks relating to safeguarding, privacy,
accuracy, bias, intellectual property, assessment integrity and over-reliance. The school will therefore permit Al only
where its use is lawful, safe, proportionate, transparent and subject to meaningful human oversight.

This policy applies to all staff, governors, students, supply staff, agency workers, contractors, volunteers and others using
Al on behalf of the school. It applies to school-managed and personal devices, on and off site, where the use relates to
school business, students, staff, governance, assessment or the school community.

It covers generative chatbots, text and image generators, automated summarisation, transcription, translation,
recommendation and adaptive systems, digital companions, embedded Al features and any system that creates, predicts,
classifies or materially influences content or decisions.

SEND context

At Maplewell, Al use must be adapted to students’ age, developmental level, communication profile, cognition,
sensory needs and vulnerability. Accessibility benefits must not create new barriers or risks.

2. Purpose and principles

The purpose of this policy is to establish a clear whole-school framework for the ethical, secure and responsible use of Al.
Maplewell will apply the following principles:

e  Benefit and necessity: use Al only where there is a clear educational or operational benefit and it is an appropriate
tool for the task.
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e Human responsibility: a named person remains accountable for every output, decision and action supported by Al.

e Safeguarding first: concerns involving Al-generated or Al-manipulated content are treated as safeguarding concerns
where risk or harm may be present.

e Privacy by design: do not enter personal, special category, safeguarding or confidential information unless the
specific use has been formally approved.

e Accuracy and verification: check claims, quotations, dates, sources, calculations and legal or policy references before
use.

e Fairness and inclusion: identify and correct bias, discrimination, stereotyping and accessibility barriers.

e Transparency: acknowledge material Al assistance where appropriate and never present Al-generated work
misleadingly as wholly human-created.

e Proportionality: the level of approval, checking, record-keeping and oversight will reflect the level of risk.

e Student agency: Al must support, not diminish, relationships, independence, thinking, creativity, communication and
authentic learning.

3. Definitions

3.1 Artificial intelligence

Artificial intelligence means technology designed to perform tasks commonly associated with human intelligence,
including generating content, recognising patterns, making predictions, classifying information and making
recommendations.

3.2 Generative Al

Generative Al creates new text, images, audio, video, code or other content in response to prompts or other inputs.

3.3 Personal and special category data

Personal data is information relating to an identified or identifiable person. Special category data includes particularly
sensitive information such as health, disability, racial or ethnic origin, religious beliefs and biometric data. Safeguarding
and social care information must be treated as highly confidential even where it does not fall neatly within a particular
legal category.

3.4 Approved tool and approved use

An approved tool is an Al service that the school has assessed and authorised for specified users and purposes. Approval
of a tool does not authorise every possible use of that tool.

4. Legal and guidance framework

This policy is informed by current statutory duties and sector guidance, including:

e  Keeping Children Safe in Education 2026

e Department for Education guidance on generative Al in education and Al product safety standards
e  Ofsted guidance on its approach to Al during inspection and regulation

e Joint Council for Qualifications guidance on Al use in assessments

e UK General Data Protection Regulation and Data Protection Act 2018

e Data (Use and Access) Act 2025

e  Copyright, Designs and Patents Act 1988 and related intellectual property law
e  Equality Act 2010 and Human Rights Act 1998

e Education Act 2002, section 175

e  Children Act 1989 and Children Act 2004

e  Children and Families Act 2014 and SEND Code of Practice: 0 to 25 years

Approved by FGB | Review: September 2027 | 3



MAPLEWELL HALL SCHOOL ARTIFICIAL INTELLIGENCE 2026/27
Where requirements conflict or are unclear, the school will seek advice from its Data Protection Officer, safeguarding
leads, awarding bodies, local authority or legal advisers as appropriate.

5. Roles and responsibilities

5.1 Governing Body

e Approve and review this policy at least annually and sooner where significant changes occur.

e Hold the Headteacher to account for safe, ethical and effective implementation.

e Receive proportionate assurance about approved tools, training, incidents, safeguarding, data protection,
assessment integrity and equality.

e Ensure leaders have sufficient expertise, time and resources to govern Al use.

e Use only approved tools and comply with the same privacy, verification and transparency expectations as staff.

5.2 Headteacher

e  Provide strategic leadership and ensure this policy is implemented.

e Authorise tools and use cases after considering advice from the GDPR, DSL, IT support, curriculum and assessment
leads.

e Ensure approved uses have clear benefits, proportionate controls and named ownership.

e  Ensure staff and students receive appropriate education and training.

e Suspend or withdraw approval where risks, incidents, supplier changes or legal developments require it.

5.3 Al operational lead

The Headteacher will designate an appropriate senior leader to coordinate the approved Al register, risk assessment
process, staff guidance, implementation, monitoring and review. Until a separate postholder is formally designated,
these responsibilities remain with the Headteacher.

5.4 Data Protection Officer

e Advise on compliance with data protection law and privacy by design.

e Determine when a Data Protection Impact Assessment is required.

e Advise on contracts, retention, international transfers, data subject rights and breach response.
e Review high-risk proposals involving personal data or automated processing.

5.5 Designated Safeguarding Lead

e Advise on emerging Al-related safeguarding risks and student vulnerabilities.

e  Ensure concerns are managed under the Safeguarding and Child Protection Policy.

e Contribute to approval of student-facing tools and filtering and monitoring arrangements.

e  Ensure Al outputs are not relied upon to make safeguarding decisions without professional review.

e Coordinate response to deepfakes, harmful manipulated imagery, grooming, exploitation, bullying, misinformation
and other Al-enabled harm.

The DSL is Jacqui Tarry. Safeguarding concerns must be reported immediately through the school’s established
safeguarding routes.

5.6 IT support and network provider

e Support technical assessment, access controls, filtering, monitoring, logging, cyber security and account
management.

e  Escalate alerts or incidents that may create safeguarding, security or data protection risks.

e  Provide accurate information about system scope and limitations.
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5.7 Assessment and examinations staff

e  Maintain current JCQ and awarding body guidance.
e Communicate permitted and prohibited Al use for each assessment.
e Manage suspected malpractice under the examinations and assessment procedures.

5.8 All staff

e Use only approved Al tools for approved purposes.

e Do not enter identifiable, safeguarding, health, SEND, personnel or other confidential data unless expressly
authorised for that use.

e  Check outputs for accuracy, appropriateness, bias, accessibility, copyright and safeguarding risk.

e Remain professionally accountable for work produced with Al assistance.

e Acknowledge material Al use where required.

e  Report safeguarding concerns immediately and report suspected data breaches or security incidents without delay.

e Do not use Al to make final decisions about safeguarding, discipline, admissions, staffing, assessment grades,
statutory provision or other high-impact matters.

5.9 Students

e Use Al only when a member of staff or school guidance permits it.

e Follow age restrictions, account rules, acceptable use expectations and task-specific instructions.
e Never enter personal, confidential or safeguarding information about themselves or others.

e Check information, identify Al assistance and submit authentic work.

e  Report harmful, frightening, manipulative or inappropriate content to a trusted adult.

6. Approval of Al tools and uses

No new Al tool or materially new use of an existing tool may be adopted for school business without approval. The
approval process will be proportionate to risk and recorded in the approved Al tools and uses register.

The assessment will consider:

e  Purpose, intended users, educational or operational benefit and reasonable alternatives.

e Age restrictions, accessibility, SEND suitability and the level of adult supervision required.

e Safeguarding risks, including harmful content, manipulation, dependency, grooming, deepfakes and image-based
abuse.

e Data processed, lawful basis, retention, model training, supplier access, international transfers and the need for a
DPIA.

e  Security, authentication, permissions, integration, logging and incident response.

e Accuracy, explainability, bias, equality impact and arrangements for human review.

e  Copyright, licensing, ownership of inputs and outputs and publication risk.

e Assessment integrity and awarding body requirements.

e  Supplier alignment with relevant DfE product safety standards.

e  Exit arrangements, deletion of data and action if terms or functionality change.

Approval is use-specific

A product being approved for lesson planning does not mean it is approved for safeguarding records, EHCP
information, student reports, personnel matters or assessment decisions.
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7. Staff and governor use of Al

7.1 Potentially appropriate uses

Subject to approval and professional checking, Al may support activities such as brainstorming, producing first drafts,
adapting generic materials, generating retrieval questions, simplifying non-confidential text, suggesting lesson structures,
improving accessibility, summarising non-personal information and reducing repetitive administrative workload.

7.2 Prohibited or restricted uses
Staff and governors must not:

e Upload or enter student names, identifiable case details, safeguarding records, EHCP content, medical information,
behaviour records, personnel data or other confidential information into an unapproved Al service.

e Ask Al to determine whether a child is at risk, whether a referral should be made, whether an allegation is credible or
what safeguarding action should replace professional assessment.

e Use Al as the sole or final basis for grading, disciplinary action, admissions decisions, employment decisions,
statutory SEND decisions or conclusions about a person.

e Generate or share content that is discriminatory, humiliating, deceptive, threatening, explicit, unlawful or intended
to impersonate, bully or harass.

e Fabricate quotations, sources, evidence, meeting notes, student voice, professional advice or records.

e Use Al-generated images, text or media publicly without checking permission, copyright, accuracy, dignity and
safeguarding implications.

e Present Al-generated content as verified policy, legal, medical or safeguarding advice without competent human
review.

7.3 Professional review

The person using Al remains responsible for the final content. Before use or sharing, staff must check the output against
reliable source material, remove unsupported statements, ensure the tone and reading level are suitable, protect
confidentiality and confirm that the content reflects Maplewell’s actual policies and practice.

8. Student use of Al

Students may use approved Al tools where a teacher has authorised the use, explained the learning purpose and
established suitable supervision. Staff will make expectations explicit for each task.

8.1 Permitted use may include

e  Exploring ideas or asking questions as part of supervised learning.

e Comparing an Al answer with trusted sources and identifying errors or bias.

e Using approved accessibility features, where this supports the student without replacing the intended learning.
e Studying how Al works and discussing its social, ethical and creative implications.

e Developing prompts and evaluating outputs as an identified learning objective.

8.2 Students must not

e  Submit Al-generated work as their own or use Al where the task or assessment rules prohibit it.

e Use Al to impersonate, bully, threaten, deceive or embarrass another person.

e (reate, alter, request or share harmful, explicit, sexualised, offensive or humiliating images, audio or video, including
deepfakes or deep nudes.

e  Enter personal, confidential or safeguarding information about themselves or anyone else.

e Attempt to bypass filtering, monitoring, age restrictions, account controls or teacher instructions.

e Rely on Al advice about personal safety, health, relationships, crime or safeguarding instead of speaking to a trusted
adult.
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8.3 Reasonable adjustments

Where Al is considered as a reasonable adjustment or accessibility aid, the school will identify the barrier being
addressed, agree the permitted function, ensure the adjustment does not invalidate the assessment or learning
objective, and review its impact. Decisions will be individual, recorded where necessary and consistent with awarding
body rules.

9. Teaching students about Al

Al literacy will be taught through computing, online safety, PSHE, subject teaching, pastoral work and individual support.
Teaching will be adapted to students’ age, developmental level, communication profile and SEND.

e What Al and generative Al are, in accessible terms.

e Benefits, limitations and the possibility of confident but inaccurate outputs.

e How to check claims against reliable sources and identify missing context.

e  Privacy, prompts, digital footprints, ownership and consent.

e  Bias, stereotypes, fairness and the impact on protected groups.

e  Copyright, attribution, plagiarism and authentic work.

e Deepfakes, manipulated media, scams, grooming, coercion and harmful content.

e Healthy boundaries, over-reliance, digital companions and when to seek human help.

e How to report concerns, preserve evidence safely and avoid forwarding harmful content.

10. Assessment, coursework and academic integrity

The school will follow current JCQ and awarding body requirements. For every assessed task, students will be told
whether Al is prohibited, permitted for specified purposes or required as part of the task.

e Al must not produce work that a student submits as their own.

e  Where Al use is permitted, students must identify the tool, how it was used and the date of use, and retain prompts
or outputs where instructed.

e Teachers will use professional knowledge, supervised work, drafts, questioning and comparison with prior work
when considering authenticity.

e Suspected misuse will be considered fairly, taking account of the evidence, the task instructions, the student’s SEND
and communication needs, and applicable malpractice procedures.

e Al-detection tools will not be treated as conclusive evidence on their own.

11. Safeguarding, online safety and harmful content

Al-related harm may include grooming, exploitation, sexual harassment, sexual extortion, bullying, coercion, extremist
influence, misinformation, scams, harmful advice, identity misuse, manipulated imagery and exposure to age-
inappropriate or distressing content. Al may also enable realistic impersonation or fabricated evidence.

Immediate safeguarding action

Where Al use creates a safeguarding concern, staff must speak to the DSL or deputy DSL immediately and record the
concern on MyConcern. Electronic reporting must not delay an urgent verbal report.

Staff must not view, copy, print, forward, request, store or delete prohibited imagery. Preserve the device where
appropriate and seek DSL or police advice. Where there is immediate danger, call 999 and inform the DSL.

Filtering and monitoring controls support, but do not replace, supervision, education, professional curiosity and prompt
reporting. Student-facing Al tools will be considered within the school’s documented filtering and monitoring
arrangements.
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12. Data protection, privacy and confidentiality

Personal and confidential information must not be entered into an Al tool unless the particular tool and use have been
expressly approved, a lawful basis has been identified, privacy risks have been assessed and the minimum necessary
information is used.

e Use anonymised or synthetic information wherever possible. Pseudonymisation alone may not remove identification
risk.

e Do not assume that deleting a chat removes information from the supplier’s systems.

e Do not use personal accounts for school business involving school information.

e Check whether prompts, uploads and outputs are retained, reviewed by humans or used to train models.

e Where required, complete a DPIA and update privacy information before processing begins.

e  Respond to suspected unauthorised disclosure as a potential data breach and report it immediately under the
school’s data breach procedure.

e Maintain data accuracy, minimisation, retention and security throughout the use.

13. Accuracy, bias, equality and accessibility

Al can produce plausible but false information and may reproduce bias or stereotypes. Outputs may disadvantage people
because of disability, race, sex, religion, age or other characteristics. Staff must therefore use critical judgement and must
not assume that automated output is neutral or objective.

e  Verify factual statements, calculations, quotations and references against authoritative sources.

e Check whether people or groups are represented fairly and respectfully.

e Review reading level, language, cultural assumptions and accessibility.

e  Ensure adaptations for SEND remain accurate, dignified and educationally purposeful.

e  Provide a route for students, parents, carers and staff to question or challenge an Al-supported outcome.

e  Stop using a tool or use case where unfairness, inaccessibility or unreliability cannot be adequately controlled.

14. Intellectual property and transparency

Staff and students must respect copyright, licensing, confidentiality and ownership. Original student work, staff-created
materials and third-party content must not be uploaded for model training or repurposed without an appropriate legal
basis, permission or licence.

e Do not assume an Al-generated output is free from copyright risk.

e Check licences and permissions before publishing or widely sharing generated text, images, music, video or code.

e Do not ask an Al system to imitate a living artist, identifiable student or member of the school community in a
deceptive or harmful way.

e Acknowledge material Al assistance in policies, reports, learning materials or student work where omission could
mislead the audience.

e Keep an appropriate record of prompts, outputs and verification for high-impact or externally published work.

15. Procurement and supplier assurance

Before contracting for or enabling an Al service, the school will undertake proportionate due diligence. This will include
data protection, cyber security, safeguarding, accessibility, age assurance, ownership, service continuity, auditability and
contractual terms.

The supplier’s identity, location, subprocessors and security arrangements.

Whether school data or user content is used to train or improve models.

Retention, deletion and exit arrangements.
e Age limits, parental consent requirements and student account controls.
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e How harmful content, complaints, vulnerabilities and incidents are handled.
e The ability to disable features, remove access and retrieve or delete school data.

e How material changes to the service or terms will be notified.

16. Incidents, concerns and breaches

Concerns will be managed according to their nature. One incident may require more than one response route.

Type of concern

Safeguarding or harmful content

Immediate action

Make the child safe, report verbally without delay, avoid
investigating or forwarding prohibited material.

Lead route

DSL / safeguarding procedure

Personal data disclosed or uploaded

Stop further disclosure, preserve relevant information and
report immediately.

Data breach procedure / DPO

Cyber security concern

Disconnect or contain where safe, do not delete evidence,

report promptly.

IT / cyber incident procedure

Assessment misuse

Secure relevant drafts, prompts and task instructions; do
not reach a conclusion solely from detection software.

Exams or assessment procedure

Staff conduct concern

Report through the appropriate allegations, low-level
concerns, whistleblowing or management route.

Headteacher / Chair / LADO as applicable

Student misuse without safeguarding risk

Apply a proportionate, educational and restorative

response.

Behaviour policy

Bias, unfairness or accessibility concern

Pause the affected use and arrange human review. Headteacher / Equality or complaints route

17. Training, monitoring and review

Staff will receive role-appropriate training on approved tools, safe prompting, data protection, verification, bias,
copyright, assessment integrity, safeguarding and incident reporting. Students will receive age- and need-appropriate
teaching before or alongside approved use.

The school will monitor:

e Approved tools and actual uses.

e Training completion and staff confidence.

e Safeguarding, privacy, security, equality and assessment incidents.
e Accessibility and impact on students with SEND.

e Changes to supplier terms, functionality, age restrictions or data use.

e Feedback from students, parents, carers, staff and governors.

e  Whether claimed workload or educational benefits are being achieved.

This policy will be reviewed at least annually and sooner following changes in law or guidance, a significant incident, a
material change to an approved tool, a safeguarding practice review, an audit finding or a significant change in school

provision.

18. Links with other policies

o Safeguarding and Child Protection Policy
e  Online Safety Policy, including filtering and monitoring arrangements
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e Data Protection Policy and personal data breach procedure
e Staff Code of Conduct
e Acceptable Use / ICT policy
e Behaviour and Anti-Bullying policies
e Assessment, Examinations and Malpractice policies
e SEND and Equality policies
e  Complaints Policy
e  Whistleblowing Policy
e Curriculum, Teaching and Learning and Homework policies
e  Records Retention Schedule and Freedom of Information arrangements

Appendix 1. Approved Al tools and uses register

This is a living operational register. Inclusion authorises only the users and purposes stated. The Headteacher may
suspend approval immediately where risk changes.

Tool / feature Approved users ‘ Approved purpose Key controls Approval / review
No personal or

confidential data unless Owner: Headteacher
expressly authorised

To be completed following
school approval

Minimum register fields: version or licence; intended users; permitted and prohibited data; age restrictions; supervision;
DPIA reference where applicable; contract owner; date approved; next review; incident history; decision to retain,
restrict or withdraw.

Appendix 2. Staff pre-use checklist

Is this tool approved for this exact purpose?

Is Al appropriate and necessary for the task?

Have | removed personal, special category, safeguarding and confidential information?

If personal data is necessary, has this specific use been formally approved?

Could the prompt or uploaded material contain copyright, assessment or commercially sensitive content?
Have | checked the output against authoritative sources?

Have | checked for bias, stereotypes, unsafe content and SEND accessibility?

Have | applied my own professional judgement and retained responsibility?

Do | need to acknowledge or record the Al assistance?

O 0o0oooooo o

Would | be comfortable explaining this use to a student, parent, governor, regulator or inspector?

If any answer is no or uncertain

Do not continue. Seek advice from the Headteacher, Al operational lead, DPO, DSL, IT support or assessment lead as
appropriate.
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Appendix 3. Student-friendly rules

e  Ask first. Use Al only when a member of staff says it is allowed.

e Keep information private. Do not type your name, address, passwords, health details, worries or information about
other people into Al.

e  Check the answer. Al can sound confident and still be wrong.

e  Be honest. Say when Al helped you and do not hand in Al work as your own.

e Be kind and lawful. Never use Al to bully, trick, impersonate or embarrass anyone.

e Do not create or share harmful, sexualised, frightening or offensive images, audio or video.

e  Get human help. If something feels unsafe, upsetting or confusing, stop and tell a trusted adult.

e Follow the task rules. Al may be allowed for one lesson and prohibited for another.

Appendix 4. Al incident response flowchart

An Al-related concern, harmful output,
Identify suspected misuse, data disclosure or
security issue is identified.

Deal with immediate danger. Call 999
Make safe where required. Do not forward
prohibited material.

Tell the appropriate lead immediately:
Report DSL, DPO, IT, Headteacher or Exams
Officer.

Retain lawful evidence such as the tool
Preserve name, time, account, prompt or link. Do
not undertake an informal investigation.

Apply the relevant safeguarding, data
Assess breach, cyber, assessment, behaviour or
staff conduct procedure.

Record decisions, rationale, notifications,
Record and act support, referrals, containment and
outcomes.

Consider tool suspension, risk controls,
Review training, policy changes and governor
assurance.

Policy development note

This Maplewell policy has been adapted from the July 2026 model Al policy supplied by The Key and aligned in structure,
terminology and safeguarding routes with Maplewell Hall School’s Safeguarding and Child Protection Policy 2026/27.
School leaders must maintain the approved tools register and verify external guidance at each review.
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